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ABSTRACT

Having been among the top ranks of worldwide ICT outsourcing
indices for a number of years, Malaysia is familiar with the role
outsourcing has played in changing today’s business landscape.
However, concerns of data privacy and security, and the risks
of data leakage arise during the course of outsourcing as the
process may involve the exposure or handling of sensitive and
confidential client and organization information to outsource
providers since the company has little control over its outsourced
data when it is in the provider’s possession. Empirical findings
on the risks and countermeasures of data leakage are presented,
in the context of outsourcing in Malaysia. From the findings,
it was apparent that the inherent risks were significant and that
the countermeasures were positively correlated to reducing the
risks. This study contributes to the limited pool of knowledge
on data leakage issues in outsourcing. Organizations engaging
in or contemplating outsourcing will find the results beneficial
not only in understanding the data leakage concerns but also in
supporting the high priority for these concerns to be addressed.
However, more effort is required to enforce the countermeasures
as prudent precautionary routines to reduce data leakage risks.

Keywords: ICT Outsourcing, Data Leakage, Risks, Countermeasures.

INTRODUCTION

Malaysia’s outsourcing sector is predicted to increase by at least 20% in 2010
from about US$1.1billion in revenue in 2009. This was reported by Pikom’s
Outsourcing Malaysia in Bernama.com (2010, February 4). Malaysia was
ranked as the third most ideal information and communication technology
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(ICT) outsourcing destination according to AT Kearney Inc.’s 2009 Global
Service Location Index and was ranked among the top five most preferred
locations in the world for ICT-shared services and outsourcing by Frost &
Sullivan Inc.’s 2007 Global Shared Services and Outsourcing Hub (Lee, 2009;
www.outsourcingmalaysia.org.my). Malaysia is thus quite familiar with the
field of outsourcing and the role it has played in changing today’s business
landscape. With many businesses concentrating on core competencies, non-
core business activities, such as network operations, data centre, helpdesk,
and disaster recovery, are being outsourced to specialized service providers
(Beulen, Ribbers & Roos, 2006).

Organizations that outsource their ICT functions contract agreements
that require the transfer of full or partial responsibility for delivery of ICT
services to their providers. Thus, the provider may take possession of some
or all of the property and staff of the organization’s IT department. In doing
so, organizations may fail to give due diligence to the risks involved when
outsourcing a selection or all of its ICT functions, in particular, data leakage
risks when sensitive and confidential client and organization information are
exposed or handled by outsource providers. Although close monitoring may
be helpful in reducing data leakage within the organization, the organization
becomes vulnerable when interacting with external entities (service providers)
during outsourcing. Some common ways client data may be at risk include
the careless or deliberate misuse of IT, staff misconduct and illegal acts,
involvement of unscrupulous or careless service providers, and incorrect
handling and disposal of confidential data. According to a 2005 Bernama
report, very few local companies in non-financial services sector practice
any data destruction procedures. The financial services industry dictates the
strictest compliance to proper data management. However, only an estimated
70% of local companies in the financial services sector follow proper data
disposal processes (Bernama, 2005, July 13).

With the growing number of sophisticated hacking and cyber threats, the threat
of a security breach through outsourcing takes on an ominous note. Such was
the case of the IT staff who worked at an overseas outsourcing company in
Pakistan. She had obtained sensitive patient documents from the University
of California, San Francisco, Medical Centre (UCSM) through a medical
transcription subcontractor that she worked for (Collett, 2004). She threatened
to post the patients’ documents online unless UCSM paid wages owed to her
by the US-based company that had outsourced the work to Pakistan. Suffice
to say that the amount was paid and she kept her promise. And then there was
the case of CardSystems Solutions that was hit by hacker attacks in 2005,
potentially exposing 40 million credit card numbers of various brands to online
intruders. Visa, Mastercard, and American Express contracted CardSystems
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with the provision of processing credit card transactions for small-medium
businesses. The company failed to meet contractual requirements as it had
violated their security rules by the improper storage of credit card data (Weiss,
2005).

Post literature featured substantially on the overall ICT outsourcing risks
(Arshad, Yap & Mohamed 2007; Dhar & Balakrishnan, 2006; Tafti, 2005;
Gonzalez, Gasco & Llopis, 2005) but there seemed to be only a limited
number of research studies conducted specifically on data leakage (Karyda
Mitou & Quirchmay 2006; Klosek, 2005; Khalfan, 2004). One to the latter,
some of the countermeasures adopted in this study were derived from
available practitioners’ resources. Clearly, the gap with which this study
seeks to address lie in the current situation of data leakage risks faced and
the countermeasures adopted by practitioners. The objective of this paper
is to present empirical findings on the risks and countermeasures of ICT
outsourcing data leakage among some Malaysian organizations. The findings
have a twofold contribution. To researchers in this discipline, the findings add
to the existing knowledge base and address the gap using local data. While, to
organizations that practice outsourcing or intend to outsource, the information
from this paper will provide a clearer insight on the data leakage concerns that
must be anticipated and thus addressed with precautionary measures.

DATA LEAKAGE IN ICT OUTSOURCING

The issue of data leakage arises when business organizations collaborate
in order to gain access to knowledge and expertise that they are unable to
develop on their own for various reasons. By contracting or outsourcing
with other organizations (service providers) to execute various activities,
these (client) organizations were able to concentrate their activities in their
core competencies and yet enjoy the benefits of strategic alliances with their
collaborators in terms of increasing flexibility of IT services and economies of
scale (Turban et al., 2009; Beulen et al., 2006). However, during the course of
outsourcing, data leakage of a client organization’s information asset can occur
due to acts of accidental or intentional disclosure by the outsource provider.
For instance, the client’s data that is kept in the service provider’s storage
medium is lost when the storage medium is not securely protected, when the
hardware itself that contains the data is lost or stolen, the service provider
exposes and sells the information asset to the client’s competitor, misuses the
data for purposes other than the outsourcing activity, and uses the information
asset to threaten the client (Vijayan, 2006; Weiss, 2005; Collett, 2004). One
of the key findings in a study conducted by Khalfan (2004) indicated that
security issues (data confidentiality) is the most prominent risk factor of IT
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outsourcing in a Kuwaiti environment. With the occurrences of problems such
as security breaches, error-prone software development, and many service
quality complaints, it is not unexpected that according to the Global IT
Outsourcing Study 2004, published by DiamondCluster International, client
companies are increasingly dissatisfied with providers (Bakalov & Nanji,
2005; Weakland, 2004). As a provider not only delivers ICT services but
has to undertake responsibility for executing specific business processes for
the client, providers must have in-depth knowledge of the specific business
processes involved (Turban, King & Lang, 2009; Beulen et al., 2006). This
acquired knowledge coupled with a pattern of work where providers act
for several client organizations, simultaneously and consecutively, provides
ample opportunities to either accidentally or intentionally leak information
to competitors and to betray the organizations hiring their services if they
choose to do so (Hoecht & Trott, 2006). This particular outsourcing risk of
data leakage that centres on sensitive knowledge and technology has been
mentioned in past literature on ICT outsourcing but has not been adequately
addressed.

Outsourcing entails a considerable degree of “openness” and hence, carries
a high exposure to the data leakage risk of losing commercially sensitive
knowledge to competitors. It is a process that involves dealing with sensitive
client information that may expose a client company to liability. And, in the
event of a security breach or attack, not only will the organization’s security
and confidentiality be compromised, the business recovery planning will be
difficult to initiate (Lee, 1996; Scott, 1996). In addition, although providers
claim that they are trained in up-to-date technologies and are aware of the
latest data security measures, the difficulty lies in client organizations being
able to establish such claimed expertise and knowledge (Karyda et al., 2006).
Past literature has invariably cited data security concerns as a risk factor in
outsourcing (Arshad et al., 2007; Beulen et al., 2006; Hoecht and Trott, 2006;
Gonzalez et al., 2005; Klosek, 2005; Khalfan, 2004). When the IT function is
provided in-house, the security of the data is under the organization’s control.
However when ICT is outsourced, the organization can no longer retain full
control of data security. Thus, it is important for organizations contemplating
to outsource their ICT functions to give serious considerations to preserving
the security and privacy/confidentiality of their information assets (Karyda et
al., 2006; Beulen et al., 2006; Musaji, 2005; Tafti, 2005).

Data security is an integral part of all outsourcing activities, and it is
important for the client organization to reach an agreement with the provider
with regards to the type and level of data security needed in relation to the
outsourced activities. Most outsourcing contracts have stringent and tightly
defined service-level agreements (SLAs) with incentives and penalties that
aim to make the outsource provider deliver better service to the end users.
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However, rather than relying on SLAs to sue the provider for damages
when problems occur, it is preferable to ensure that preventive measures
are taken to reduce the level of risk involved. Consequently, it is important
that client companies continuously monitor that their providers comply with
data security and confidentiality requirements in the proper handling of data
access, usage, storage, sharing, and transmission. This consideration for the
security of outsourcing arrangements should be practiced at the beginning
of the contractual agreement, during the execution of the outsourcing and
finally, for auditing and evaluation purposes (Sayana, 2005; Tafti, 2005).
As the outsourcing market matures, new risks emerge where uncertain
information confidentiality and increased management complexity have
become increasingly apparent. A high possibility of security issues abounds
when a provider has to serve several direct competitors, which means having
to maintain confidentiality about the information corresponding to all of them
(Weakland, 2005; Grover, Cheon & Teng, 1994; Lacity & Hirschheim, 1993).

A survey conducted by the International Association of Outsourcing
Professionals (IAOP) has revealed that the main problem facing modern
businesses is that of IT security where 90 % of those interviewed said that
a leak of confidential information that occurred during outsourcing would
have catastrophic consequences for their companies (Tolle, 2006). Data
privacy concerns are not only important because of legal obligations in
the face of security breaches and consequent data leakage, but have public
relations repercussions following the illegal disclosure of private information
(Taherzadeh, 2007). Another issue is intellectual property (IP) which varies
among organizations. The protection of IP is necessitated due to security
concerns such as technical vulnerabilities and inappropriate leakage of IP
(Musaji, 2005). Although a few client companies transfer only dummy data
to their providers, yet it may be sufficient to interpret the data actually kept in
the clients’ database since the dummy data bear similarities to the real data. In
addition, engaging outsource services for specific ICT core functions such as
maintenance of database, network or even the system may be inappropriate as
it could lead to the exposure of client information assets (Arshad et al., 2007).
As vendors take control of IT functions, there are fears that providers may
take advantage of clients while others also fear providers may not maintain
confidentiality and privacy. Case incidents in print media have reported
security breaches by providers or parties closely associated with providers
that justify such concerns (Weiss, 2005; Collett, 2004; Costa, 2001). Clearly,
companies that consider outsourcing must realize that there are negative
consequences to such practices (Beulen et al., 2006).

The argument still stands that a company can better control its information

assets when it is on-site than when such assets are in the possession of a
provider, as it becomes much harder to protect (Kakumanu & Portanova,
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2006). Unfortunately, outsourcing is becoming a salient trend in today’s fast-
moving information-rich digital economy. Thus, it is necessary to consider
countermeasures to data leakage by reducing its risks in ICT outsourcing. It
would be illogical to assume that by practicing such methods, data leakage
could be eradicated in its entirety, as unpredictable and new risks coming from
soft factors and new technologies must be factored in. However, this study has
attempted to highlight the issue of these potent risks and has offered various
countermeasures that companies contemplating outsourcing should seriously
consider in order to protect their information assets.

RESEARCH METHODOLOGY

An empirical study using a questionnaire survey was applied in this research.
The sampling method used to select the respondents for this research was
judgment sampling which involved the choice of respondents who are most
advantageously placed or in the best position to provide the information
required. In this case, the target respondents were those involved in ICT
outsourcing contracts within their respective organizations. Both primary and
secondary data were used in order to achieve the objectives. ICT outsourcing
inherent risks, and data privacy and security safeguards were compiled
and examined from past research studies and other secondary resources.
From this examination, the countermeasures to reduce data leakage risks
were determined. An in-depth study was then conducted to determine the
existence of concerns on data leakage in ICT outsourcing among Malaysian
organizations.

Research Model
The research model in Figure 1 was designed to achieve the study objective

of determining data leakage risks and countermeasures when outsourcing ICT
services.

Identified Risks of Proposed Data
< Leakage
Data Leakage
Countermeasures

Figure 1. Research Model of Data Leakage in ICT Outsourcing
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The seventeen inherent risks listed in Table 1 were compiled from past
research studies. The countermeasures to data leakage are provided in Table
2. As there appeared to be limited research studies (both international and
local) concentrating on such countermeasures, resource materials from ICT
practitioners were also referenced. Table 2 also contains the formulated
hypotheses to examine positive associations of the methods to reducing data
leakage risks. A model of the hypotheses is illustrated in Figure 2.
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Figure 2. Hypotheses Model of Data Leakage Countermeasures

FINDINGS AND RESULTS

The survey questionnaire captured background data of the respondents’ profiles
as well as their opinions on ICT outsourcing inherent risks and data leakage
countermeasures based on their respective work environments of the 100 sets
of questionnaires that were distributed to public and private organizations,
only 53 sets were returned. However, only 50 sets were completed and deemed
suitable for analysis.
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Demographic Profile

Some of the demographic characteristics examined included the respondent’s
position, organization status, organization’s years of establishment,
organization size, and outsource participation. Data analysis indicated that
a majority of the respondents (66%) were IT/IS management and technical
staff while the remainder (34%) comprised of senior management staff.
The involvement of non-IT/IS personnel in ICT outsourcing was due to the
absence of a proper IT department within some organizations. In the category
of organization status, 54% of the sample were from public organizations
with the remaining 46% coming from private organizations. About 62% of
the respondents were from organizations established more than 10 years ago.
while 30% were from organizations established between 5 to 10 years. All
organizations represented by the sample have participated in ICT outsourcing
during the course of their establishment and a majority (76%) has practiced it
for at least 5 years. It would seem that maturing/matured organizations display
a greater tendency to outsource their ICT functions while concentrating on
their core competencies.

As for the size of the organization, it was found that 60% of the respondents
were from organizations with more than 100 full-time staff with another
36% with 50 to 100 full-time staff. The size of these organizations may be
considered medium to large (Saleh and Ndubisi, 2006; Hashim, 2000). This is
consistent with the majority of the sample coming from public organizations
which are generally large and concurs with the overall presence of ICT
outsourcing due presumably to large budgets and increased ICT usage. The
type of outsourcing services preferred by the respondent sample relate closely
to organizational ICT infrastructure and solutions, with the most frequent
services being application development (54%), network services (42%), and
database service and operation (38%). Respondents were allowed to select
more than one service from a list of 17 ICT outsourcing services.

Table 1

Ranking of Inherent Risks in ICT Outsourcing

Rank Inherent Risk Mean

1 The provider does not comply with the contract as stated in the 4.20
service-level agreement (SLA) (Gonzalez et al., 2005; Claver et
al., 2002).

2 Data confidentiality/privacy violation (Karyda et al., 2006; 4.08
Gonzalez et al., 2005; Klosek, 2005; Tafti, 2005; Khalfan, 2004).

(continued)
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Table 1

Ranking of Inherent Risks in ICT Outsourcing

Rank Inherent Risk Mean

3 An excessive dependence on the outsource provider (Hoecht and  4.04
Trott, 2006; Tafti, 2005; Gonzalez et al., 2005).

4 Poor system quality (Sabherwal, 2003; Ross & Westerman, 2003).  3.92

5 Occurrence of data leakage/exposure to other parties (Hoecht and ~ 3.88
Trott, 2006; Karyda et al., 2006; Gonzalez et al., 2005; Khalfan,

2004).

6 Lack of protection for intellectual property rights (Karyda et al.,  3.50
2006; Rosenthal, 2006; Ramanujan & Jane, 2006; Klosek, 2005;
Musaji, 2005; Tafti, 2005).

7 Client lacks outsourcing experience to manage outsource 3.38
relationship (Murphy, 2003).

8 Communication difficulties between client and vendor (Kim et al.,  3.26
2005; Rao, 2004).

9 Hidden costs (Khalfan, 2004; Gonzalez et al., 2005; Carmel & 3.26
Nicholson, 2005; Erber & Sayed-Ahmad, 2005; Claver et al.,

2002; Wang, 2002; Barthe’lemy, 2001; Lee, 1996).

10 Client lacks outsourcing skills to manage outsource relationship ~ 3.16
(Murphy, 2003).

Il Unclear cost-benefit relationship (Khalfan, 2004). 3.02

12 Loss of critical skills and expertise among IT employees of client  2.94
organizations when most tasks are done by the provider (Hoecht
& Trott, 2006; Gonzalez et al., 2005; Tafti, 2005; Perrons & Platts,

2004).

13 Lack of integration between new and legacy applications (Salmela ~ 2.82
and Turunen, 2003).

14  The provider’s staff lack experience to perform related tasks  2.68
(Gonzalez et al., 2005; Sullivan & Ngwenyama, 2005; Claver et
al., 2002; Gay & Essinger, 2000).

15  The provider’s staff lack the qualification to perform related tasks  2.66
(Gonzalez et al., 2005; Sullivan & Ngwenyama, 2005; Claver et
al., 2002; Gay & Essinger, 2000).

16  Opposition from internal IT/IS staff who felt threatened due to  2.60
possibility of organization reducing staff (Gonzalez et al., 2005;

Claver et al; 2002).
17 Opposition from internal IT/IS staff due to increase in work load  2.58

caused by technology development resulting from ICT outsourcing
(Gonzalez et al., 2005; Claver et al; 2002).
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Results of Reliability Test

Cronbach’s alpha reliability test was used to establish the reliability of three
measured items in the survey in terms of consistency and stability. A reliability
coefficient, or Cronbach’s alpha, that is closer to the value ‘1’ is desired. Since
all the measured items in Table 3 had a reliability of more than 0.7, the scales
for these constructs were deemed to exhibit an adequate reliability.

Table 3

Results of Reliability Test

Measured Items No. of Items  Cronbach’s alpha
Inherent risks 17 0.829
Data leakage countermeasures 18 0.773

Results of Tests on Inherent Risks and Countermeasures

The results of the inherent risks (Table 1) were analysed and ranked from
highest to lowest in order of importance by the mean scores. Based on the
methods (countermeasures) in Table 2, attention is drawn to the inherent risks
that are closely associated with data leakage which are (i) data confidentiality/
privacy violation (ranked 2"), (ii) occurrence of data leakage/exposure to
other parties (ranked 5™), and (iii) lack of protection for intellectual property
(TP) rights (ranked 6™).

The Bivariate Pearson Product-Moment Correlation test was administered on
the formulated hypotheses and the results of the hypothesis tests indicated
positive correlations for all 18 hypotheses that were tested (Table 4). The output
also indicated that the associations between the methods/countermeasures
and the reduction of data leakage in ICT outsourcing are significant. While
14 hypotheses results showed moderate positive associations, hypotheses
H6, H11, H12, and H13 showed strong positive associations. Overall, the
implication clearly leans to a higher reduction in data leakage risks with
higher applications of these countermeasures. Aside from the four hypotheses
results that showed strong significant associations, the remaining fourteen
hypotheses showed moderate positive associations.
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Table 4

Results of Research Hypothesis Tests of Reducing Data Leakage Risk in ICT

Outsourcing

Hypothesis Correlation p-value  Decision Finding
Coefficient

HI 0.438 .001*  Significant Moderate, positive association
H2 0.652 .000*  Significant Moderate, positive association
H3 0.462 .001*  Significant Moderate, positive association
H4 0.462 .001*  Significant Moderate, positive association
H5 0.621 .000*  Significant Moderate, positive association
H6 0.742 .000*  Significant  Strong, positive association

H7 0.491 .000*  Significant Moderate, positive association
H8 0.690 .000*  Significant Moderate, positive association
H9 0.394 .005*  Significant Moderate, positive association
H10 0.521 .000*  Significant Moderate, positive association
HI11 0.732 .000*  Significant  Strong, positive association

HI12 0.738 .000*  Significant  Strong, positive association

HI3 0.708 .000*  Significant  Strong, positive association

H14 0.339 .016*  Significant Moderate, positive association
HI15 0.466 .001*  Significant Moderate, positive association
H16 0.448 .001*  Significant Moderate, positive association
H17 0.680 .000*  Significant Moderate, positive association
HI18 0.377 .007*  Significant Moderate, positive association

*Significant at 0.05 level

DISCUSSION
The high ranks of importance attained by the three inherent risks (i.e., data

confidentiality violation, occurrence of data leakage to other parties and lack
of protection for IP rights) are in support of the high priority given to the
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loss of data confidentiality among Arab Gulf nations when public and private
organizations engage or contemplate outsourcing (Khalfan, 2004; Badri,
1992). These risks, which are closely associated with data leakage, are critical
issues that both the client organization and the provider must take into account
as a matter of good professional practice during outsourcing arrangements.
The obligations, restrictions and jurisdiction under which both parties operate
must be addressed as legal and regulatory frameworks that may be involved
must be defined in case of disputes. Data privacy and security, and protection
of IP rights that arise from these arrangements must be clearly laid down
within the respective contractual agreements (Karyda et al., 2006; Klosek,
2005; Tafti, 2005).

The client company can reduce the possibility of data leakage risk during
outsourcing by allowing only information required to perform the service to
be accessed (H6) and used by the service provider in the outsourcing activity,
thereby limiting the provider’s access to organization data. Data is also
compromised in the event an improper disposal occurs and can be subsequently
leaked to other interested parties, thereby placing the credibility of clients’
businesses at stake. Precautionary measures must be undertaken upon project
completion to ensure that all outsourced data including unwanted sensitive
outsourced data are destroyed or disposed by the provider (H11 and H12).
These countermeasures prevent the reuse of sensitive data for purposes other
than what it was intended and also prevent the misuse of data if kept in their
possession. Data leakages in this manner can damage and impact the client
company’s business operation, profitability, or reputation, even exposing the
company to legal action. The sample respondents seemed strongly inclined to
having the project managers (or lead authorities) of the provider and the client
monitor the disposal of the outsourced data (H11 and H12). By ensuring that
the respective lead authority of each party supervises the disposal (H13), the
accountability is thus held by these individuals to reliably seal possible data
leakages upon project completion. These findings are in line with reports from
local practitioners on the importance of data disposal and ensuring that the
disposal process is done properly (Fernandez, 2010; Bernama, July 13, 2005).

There are optimistic expectations of data leakage risks being reduced
with the application of countermeasures. However, the moderate nature of
some correlations does raise questions as to the enforcement issue of the
countermeasures to reduce risks, as respondents found data leakage risk to
be significant and yet a majority of these countermeasures must have been in
place judging from the duration of time ICT outsourcing has been practiced
by the data sample.
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CONCLUSION

The main objectives of this study were to identify the data leakage risks
and to determine countermeasures to reduce such risks in ICT outsourcing.
From the findings, it was apparent that the inherent risks of data leakage
were significant to the respondent sample and that the countermeasures were
positively correlated to reducing the risks. The results of this study indicate the
current situation of data leakage risks faced and the countermeasures adopted
by practitioners among some Malaysian organizations. However, more effort
is required to enforce the routine of these countermeasures as precautionary
procedures to safeguard data privacy and security. The diversity (or absence
thereof) of individual laws and regulations when dealing with outsourcing
among foreign countries will hinder the protection of data confidentiality
(Tafti, 2005). Nevertheless, the enactment of such laws is a positive sign. On a
final cautionary note, Hoecht and Trott (2006) contend that data leakage may
be difficult to detect, let alone prove, and that the commercial damage may not
be compensated with any legal redress.
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