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Abstract

In this paper, a new 3D dynamical system with four quadratic nonlinear terms is presented. It is shown that the proposed
chaotic system has two saddle-foci, unstable, equilibrium points. Thus, the proposed chaotic system exhibits self-excited
chaotic attractors. Dynamical analysis methods such as Lyapunov exponents spectrum, bifurcation diagrams, and phase
portraits are used to explore the complex dynamical behaviors of the proposed chaotic system and analyze its basic qualita-
tive properties. It is shown that the maximal Lyapunov exponent (MLE) of the new chaotic system is 7.196, which is a high
value. The proposed highly chaotic system exhibits high complexity and it will be very useful for applications in cryptog-
raphy, encryption and secure communications. The physical feasibility of the proposed system is verified by implementing
its electronic circuit schematic using Multisim software. Additionally, a PRNG has been developed using the derived state
variables and analyze with NIST-800-22 test. Lastly, we developed a PRNG-based image encryption and employ it for an
encryption. The experimental outcomes obtained prove that the 3D chaotic system-based encryption application presented
in this section has a very good performance.

Keywords Chaos - Image encryption - Pseudo random number generator

Introduction numerous literatures have studied the chaotic systems.
Singh and Roy [3] constructed a new 3D chaotic system
that is consider as hardware realizable, and possess real-
life application requirement. Yang and Qiao [4] presented

a simple chaotic system that can have multiple equilibria.

Due to their tremendous complexity, chaotic systems are
used in a variety of technical and scientific fields, such as
cryptography and secure communications [1, 2]. Recently,
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Using a smooth piecewise quadratic non-linearity, Sign-
ing et al. [5] constructed a new four-wing chaotic system.
[6] developed a new multistable jerk chaotic system with
three quadratic nonlinear systems and presented a circuit
simulation.

In chaotic systems, self-excited attractors and hidden
attractors represent distinct aspects of the complex behav-
ior exhibited by dynamic systems [7]. Self-excited attrac-
tors are characterized by the intrinsic capacity of a system
to generate chaotic trajectories without external forcing.
This implies that the chaotic behavior emerges naturally
from the system’s internal dynamics, such as nonlinear
interactions among variables. A classic example is the
Lorenz system, a simplified model of atmospheric con-
vection, where chaotic behavior arises due to the system’s
inherent structure. On the other hand, hidden attractors
are attractors that may not be immediately evident in the
observable behavior of a system [7]. Trajectories might
initially appear periodic or exhibit seemingly regular pat-
terns, masking the underlying chaotic nature [8]. Hidden
attractors become apparent only under specific conditions
or when certain parameters are chosen, and their existence
may go unnoticed without a careful analysis [9]. These
elusive attractors have practical implications, particularly
in secure communications and cryptography, where their
concealed nature can be harnessed for encryption pur-
poses. Unravelling the intricacies of self-excited and hid-
den attractors is crucial for a comprehensive understanding
of chaotic systems and has implications for both theoreti-
cal studies and practical applications [10].

Several literatures on chaos system focus on chaos-
based image encryption. Yu et al. [11] applied Mem-
ristive Hopfield Neural Network (MHNN) to develop a
novel pseudo-random number generator (PRNG). The
FPGA logic design was implemented on Xilinx XC7Z-
020CLG400-2 integrated circuit (IC), programmed via
hardware language of Verilog-HDL for the use of image
encryption communicated over the Internet of Things
(IoT). The framework for creating Elliptic Curve-based
PRNG was introduced by AbdElHaleem et al. [12], who
also classified current PRNG design techniques as non-
iterative or iterative and mapped them into the framework.
System key sensitivity analysis, the NIST statistical test
suite, differential attack measures, and Statistical metrics
have all been used to establish the system’s security. The
PRNG pro- cess was developed by Abd EL-Latif et al. [13]
using a controlled alternate quantum walk and presented
as a part of a novel quantum colour picture encryption
system. Gafsi et al. [14] improved the chaos-based cryp-
tosystem for speedy operation on secret medical images

SN Computer Science
A SPRINGER NATURE journal

by revisiting the concepts of permutation, substitution, and
diffusion. A lightweight secure cryptographic method for
secure picture communication was suggested by Mondal
and Mandal [15]. The authors employed pseudo-random
number (PRN) as a source to permute followed by Deoxy-
ribo Nucleic Acid (DNA) computation for encrypting the
pixels.

Encryption schemes have applications in several areas
such as the following:

a) Security, privacy, trust, and anonymity [16—18]

b) Lightweight and efficient privacy-preserving mutual
authentication scheme to secure internet of things based
smart healthcare [19]

c) DNACDS: Cloud IoE big data security and accessing
scheme based on DNA cryptography [20]

d) Profile based access control model in cloud computing
environment [21, 22] (e) A lightweight and anonymous
mutual authentication scheme for medical big data in
distributed smart healthcare systems [23]

The main contribution and novelty of this paper are sum-
marized as follows:

a) The proposed system consists of a total nine terms
including four quadratic nonlinear terms.

b) The proposed system is highly chaotic with its maximal
Lyapunov exponent (MLE) equal to 7.196. The high
value of the MLE for the new chaotic system signifies a
high level of complexity of the system.

¢) The proposed system has two saddle-foci, unstable, equi-
librium points and exhibits self-excited chaotic attrac-
tors.

d) High complexity of the proposed system makes it suit-
able for applications such as cryptography, encryption
and secure communications.

e) We have simulated the proposed highly chaotic system
using an electronic circuit design, which is developed
via Multisim software.

f) As an engineering application, we have developed a
PRNG-based image encryption based on the proposed
highly chaotic system.

In this study, we propose a dynamical model of a new 3D
chaotic system with self-excited chaotic attractors. In addition,
we observe that the proposed chaotic system exhibits positive
Lyapunov exponent having value larger than seven, and thus
the new system is highly chaotic. Specific to this novel 3D
chaotic system, we offer a comprehensive dynamic analysis
based on bifurcation diagrams and Lyapunov exponents. We
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construct an electrical circuit for the implementation of the
novel 3D chaotic system using Multisim and provide the cir-
cuit simulation results. Finally, PRNG based image encryp-
tion has been developed and applied for encryption. As future
research work, we plan to investigate the applications of cha-
otic signals for visual image security, which is an innovative
method of ensuring image protection without the encryption
process being visible to the attacker [24-26].

A New 3D Chaotic System

In this study, we present a new 3D chaotic system, which is
mathematically modelled by the dynamics:

x=a(y—x)+yz
y=x(b-2)—1 )]
s=x>+x7—cz

In (1), x, y, z are the state variables, and a, b, ¢ denotes posi-
tive constant parameters.

This work establishes that the system (1) is chaotic when we
set the initial state as X (0) to be (1, 1, 1) and the parameters
a, b and c to be 20, 50, and 10 respectively.

When we choose the parameter values as (a, b, ¢)=(20, 50,
10), the con- forming Lyapunov exponents of the system (1)
are calculated using Wolf’s algorithm [27] incorporated on
MATLARB as follows:

LE, =7.196
LE,=0 @)
LE, = —37.197

From (2), we notice that the system (1) has a high value of
maximal Lyapunov exponent (MLE), viz. LE1 =7.196, which
shows that the system (1) is highly chaotic. Furthermore, the
new 3D system (1) has a negative sum of the three Lyapunov
exponents, confirming that the system (1) is a dissipative cha-
otic system [28]. Since the system (1) is highly chaotic, it is
very suitable for applications such as cryptosystems and secure
communications.

The following formula is used to compute the system’s
Kaplan-Yorke dimension [29, 30]:

LE, + LE,

Dy =2+
o |LEs|

= 2.0605 (3)

From Eqn (3), the Kaplan—Yorke dimension value
turned out to be fractional. Therefore, the proposed 3D
system (1) generates complex chaotic attractors. The com-
parison of MLE and the nature of attractors of the new

system (1) with seven existing chaotic systems in the lit-
erature are shown in Table 1.

It is observed that our novel system (1) exhibits a larger
MLE value, when compared to seven chaotic systems in
the literature. Figure 1 shows the 2-D phase plots of the
chaotic attractor of the highly chaotic system (1).

Next, we suppose that the parameter values are set as
in the chaotic case, viz. (a, b, ¢) =(20, 50, 10). For this
case, it is found that the highly chaotic system (1) has two
equilibrium points given by

8.5385 ~58.5585
P =| 24437 |,P, =| —16.7269 &)
49.8829 50.0171

The Jacobian matrix of the highly chaotic system (1)
at P1 is found as

—20.0000 69.8829 2.4437
0.1171 0 50.0000 4)
66.9599 0 -1.4615

J(P) =J,

which has the spectral values S;=55.9180 and
S,.3=-38.6898 +£41.8404i.

The Jacobian matrix of the highly chaotic system (1)
at P2 is found

—20.0000 70.0171 —16.7269

J(Py)) =J, -0.1171 0 50.0000 (6)
-67.0999 0  —68.6685
as which has the spectral values S;= = —106.81 and

S,3=9.13+46.01i.

This calculation shows that the equilibrium points P1 and
P2 are saddle-foci and unstable. Hence, the highly chaotic
system (1) exhibits self-excited attractors.

Table 1 Comparison of Maximal Lyapunov Exponent (MLE) of the
proposed chaotic system (1) with seven chaotic systems in the chaos
literature

System MLE Nature of attractors
Singh and Roy [3] 5.587 Self-exited

Dong [31] 1.100 Hidden

Qiu et al. [32] 0.0153 Hidden

Liu et al. [33] 0.3781 Hidden

Yang and Qiao [4] 0.2263 Hidden

Zhou et al. [34] 0.134 Hidden

Rahman and Jasim [35] 0.2643 Hidden

This Work 7.196 Self-exited
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Fig.1 2-D phase plots of the chaotic attractor of the highly chaotic system (1) for X (0)=(1, 1, 1) and (a, b, ¢)=(20, 50, 10): (a) x—y plane, (b)

x —z plane, (¢) y —z plane and (d) R?

Dynamical Analysis

By fixing the parameters b=50 and c =10, while a varying
in the range [10, 20], we obtain the plots for the respec-
tive Lyapunov exponents spectrum (see Fig. 2a) and bifur-
cation plot (see Fig. 2b) of our proposed system. When
10<a< 14, system (1) has no positive Lyapunov exponents
which means that it exhibits periodic behaviour as shown in
Fig. 3a. The corresponding LEs are: LE, =0, LE, = —5.248,
LE,= —16.756. When 14 <a <20, system (1) exhibits cha-
otic behaviour with one positive LE as depicted in Fig. 3b.
The corresponding LEs are: LE, = 6.358, LE, = 0, LE,
= —34.756.
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However, when the parameters a and c are fixed as
a=20 and c=10, and parameter b allow to vary in the
range [10, 50], we obtain the plots for the respective
Lyapunov exponents spectrum (see Fig. 2¢) and bifurca-
tion plot (see Fig. 2d). For 10 <b < 13 and 34 <b <34.8,
system (1) has no positive Lyapunov exponents, which
means that it exhibits periodic behaviour as can be
seen in Fig. 3c. The corresponding LEs are:LE,= 0,
LE,= —1.562, LE; = —28.440. When 13 <b <50, sys-
tem (1) exhibits chaotic behaviour with one positive LE
as depicted in Fig. 3d. The corresponding LEs are: LE| =
6.526, LE, =0, LE; = —36.528.
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Fig. 2 Bifurcation diagrams and LEs spectrums of the highly chaotic system (1) for specific intervals of parameters
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Fig. 3 Phase plots of system (1) for specifics values of its parameters
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Also, by fixing the parameters a=20 and b=50, and
c allowed in the range [10, 20], we obtain the plots for the
respective Lyapunov exponents spectrum (see Fig. 2e) and
bifurcation figure (see Fig. 2f). When 10 <c < 18, then, the
system (1) would exhibit chaotic behaviour as illustrated in
Fig. 3f. The corresponding LEs are:LE|= 6.473, LE, =0, LE;
= —38.473. When 18 <c <20, system (1) exhibits periodic
behaviour as depicted in Fig. 3e. The corresponding LEs are:
LE, =0, LE,= —10.288, LE;= —28.712.

Circuit Design

For this proposed 3D chaotic system (1), its analog circuit
design is implemented using MULTISIM by employing analog
multipliers AD633JN, operational amplifiers TLO82CD, resis-
tors, and capacitors. The schematic design of this 3D chaotic
system is illustrated in Fig. 4.

Applying Kirchhoft’s laws to Fig. (4), we obtain the follow-
ing corresponding equations for the circuitry of system (1):

1 1 1
r= Rfclx+Rfcly+1e3qyZ

R,C, RsC, < R(,c12 Vi @)

1 2 IXZ—

= x°+
R; G5 Ry Gy Ry Gy

Z

Fig.4 The schematic of the
circuit

C,=C,=C;=1nF

R, =R, = 26.67kQ
R; = R = 40kQ

) R, = 8kQ ®
R¢ = Ry = 400kQ
R, = Ry = 4MQ
Ry =R, =Ry, = Rj; = 40kQ
vV, =1V

MultiSim outputs are shown in Fig. 5, which in accord-
ance with the output from MATLAB shown earlier in Fig. 1.
These results confirm the physical feasibility of the proposed
mathematical model.

Pseudo Random Number Generator (PRNG)
Based on The New 3D Chaotic System

One of the most common applications performed with cha-
otic systems is PRNG applications [36—38]. The reason for
this is to show the adequacy of the proposed systems for
applications by testing the dynamic properties of chaotic
systems and their ability to generate random numbers. For
this purpose, this section presents a novel PRNG constructed
using the idea of proposed 3D chaotic system. The flowchart
of the developed PRNG is illustrated in Fig. 6.

SN Computer Science
A SPRINGER NATURE journal

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



420 Page 8 of 17

SN Computer Science (2024) 5:420

Oscilloscope-XSCL ==

< - m B

T [EE‘ Channel B Channel_A m

2 (¢ —

T2T1 [Losave ) Ext. trigger
Timebase Channel A Channel B Trigger

Scale: | 10 ms/Di Scale: 10 V/Div Scale: 10 V/Div Edge:  [E)(R) [ad(B](Ext]
X pos.(Div): | 0 Y pos.(Div): 0 Y pos.(Div): -0 Level: g v

(v7r)(aca) al(ak) (ac)Co)oe)  © [ac)(o)(oe)=) © Tvpe (e o fauto)(one)

(a)

Oscilloscope-XSC2

<

=)

Oscilloscope-XSC4

< 1 C

1 @) B ChemelA e
everse

™ @@

7271 (Lsove ] Ext. trigger

Timebase Channel A Channel 8 Trigger

Scale: | 10 ms/Di Scale: 10 V/Div Scale: 2 V/Div edge:  [E)(2) [a)(B](Ext)

X pos.(Div): | 0 Y pos.(Div): 0 ¥ pos.(Div): |3 2| Level: g v

(vr)(ads) (28] (ac)(o]ee) © fac)(o]@E)(=) © Tvpe (Singd (Nor. [Auto] (tone)

(b)

1 @@ e Chamel A

2 (¢

T2T1

Channel A
Scale: | 10 ms/Di Scale: 5 V/Div
X pos.(Div): | 0 Ypos.Oiv): 0

(vr)(ace] @) (2]  (ac](o Joc]

Timebase

Reverse
Save .
Ext. trigger
Channel B Trigger
Scale: 2 V/Div edge:  [E(R]) [ad(e]Ext)
Y pos.Oiv): | |3 S Level: g v

(ac)(e e

Type (Nor. ) (Auto) [None]

©)

Fig. 5 MultiSim outputs of the highly chaotic system (1) equivalent circuit

As shown in Fig. 6, first the required system parameters,
initials, and the number of bits that would be obtained from
the state variables in each iteration are determined. State
variables are calculated using the Runge—Kutta 4 (RK4)
algorithm according to the determined values. The float val-
ues in each calculated state variable are converted to binary
form and XORed by taking the determined number of LSBs.
Here, the XOR operation is to increase the randomness by
evaluating the dynamic properties of all state variables. The
bits removed from the XOR operation are added to the test
array. When the test sequence reaches 1,000,000 bits, the
internationally accepted randomness test N I ST — 800 — 22
is applied. There are a total of 15 different tests in this test
suit, and in order for an array to be considered random, it
must take a value in the range of 1-0.001 from these tests.
As seen in Table 2, all results from PRNG are successful.
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Accordingly, the PRNG developed using the new 3D system
has sufficient randomness. If even one of the tests is unsuc-
cessful, the processes are re-turned to the beginning, the
input parameters are changed, and a retry is made.

PRNG Based Image Encryption

Sect. "PRNG Based Image Encryption" will demonstrate the
implementation of the PRNG-based image encryption on
higher-level engineering application. In Fig. 7, the decryp-
tion and encryption processes of the implemented applica-
tion can be seen.

For the encryption process [39], firstly, the image to be
encrypted is given as input. Pixel values in this image are
converted from decimal to binary. On the other hand, the

Content courtesy of Springer Nature, terms of use apply. Rights reserved.
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Fig.6 Matlab Flowchart of PRNG

Table 2 Statistical Tests X Y @ Z

XevYyez

P-value Results
0,227,294,828  Pass
0,369,276,808  Pass
0,405,768,097  Pass
0,124,880,062  Pass
0,790,547,397  Pass
0,647,381,516  Pass
0,394,263,523  Pass
0,521,174,276  Pass
0,280,869,179  Pass
0,002257188 Pass
0,861,585,725  Pass
0,324,783,068  Pass
0,286,026,655  Pass
0,452,847,555  Pass
0,695,623,736  Pass
0,411,076,897  Pass

Statistical Tests
Random-Excursions Variant Test (x =-9)
Random-Excursions Test (x =-4)
Cumulative-Sums Test
Approximate Entropy Test

Serial Test-1

Serial Test-2

Linear-Complexity Test

Maurer’s Universal Statistical Test
Overlapping Templates Test
Non-Overlapping Templates Test
Discrete Fourier Transform Test
Binary Matrix Rank Test
Longest-Run Test

Runs Test

Block-Frequency Test

Frequency (Monobit) Test

parameters of the system and that of the solution for the
proposed 3D system are determined. Again, by obtaining
the state variables with the RK4 algorithm, bit arrays are
obtained with the PRNG developed in the previous section.
The image’s binary and PRNG bits are encrypted with the
XOR operation. New pixel values are obtained by convert-
ing the encrypted bit array from binary to decimal, and an
encrypted image is formed.

As shown in Fig. 6, first the required system parameters,
initials, and the number of bits that would be obtained from
the state variables in each iteration are determined. State
variables are calculated using the Runge—Kutta 4 (RK4)
algorithm according to the determined values. The float val-
ues in each calculated state variable are converted to binary
form and XORed by taking the determined number of LSBs.
Here, the XOR operation is to increase the randomness by
evaluating the dynamic properties of all state variables. The
bits removed from the XOR operation are added to the test
array. When the test sequence reaches 1,000,000 bits, the
internationally accepted randomness test NIST-800-22 is
applied.

In Fig. 7, the decryption and encryption processes of the
implemented application can be seen. For the encryption
process [39], firstly, the image to be encrypted is given as
input. Pixel values in this image are converted from deci-
mal to binary. On the other hand, the parameters of the sys-
tem and that of the solution for the proposed 3D system are
determined. Again, by obtaining.

the state variables with the RK4 algorithm, bit arrays are
obtained with the PRNG developed in the previous section.
The image’s binary and PRNG bits are encrypted with the
XOR operation. New pixel values are obtained by convert-
ing the encrypted bit array from binary to decimal, and an
encrypted image is formed.

In the process of decryption, on the one hand, the image
encrypted is given as input, and on the other hand, the bit
array produced with 3D chaotic system-based PRNG is
given. Encrypted image pixel values are transformed to
binary form and XOR again where the bit array is taken
from PRNG, and the decrypted image is obtained.

Performance Analysis
Experimental Environment

A histogram is a graphical representation that plots pixel
values to illustrate the distribution of pixels in images. The
statistical properties of images are conveyed through histo-
grams. Random numbers generated from chaotic systems are
uniformly distributed as white noise, in accordance with the
histogram of the encryption algorithm. In histograms, the
distributions of strongly encrypted images must be uniform.
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. A hlstogram, representing the dlStI‘lbutl'OIl of pixel values N 3. Zy [11 (x, y)] [Iz(x +iy+))— ﬂz]
in an image, is denoted by H. If the matrix I represents an  C(i,)) = (10)

image matrix, then the histogram H is given by:

H(i) = count{pixelsI(x,y) : I(x,y) =1} 9)

Correlation distribution serves as a crucial tool employed
to assess and enhance the security properties of encryption
algorithms. Robust encryption ensures that the correlation
distributions of encrypted images diverge, thereby bolster-
ing security.

The correlation distribution C between two images is
given by:

SN Computer Science
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010,

Four different images (cameraman, baboon, pepper, and
Lena) were used to demonstrate the performance and effec-
tiveness of the encryption application. Histogram, Corre-
lation, Entropy, Contrast, Homogeneity, Energy, MAD
(MAE), Encryption Quality, NPCR, UACI, MSE, and PSNR
results were obtained with the obtained encrypted images.
The resulting encrypted images, histograms, and correlation
distributions are given in Figs. 8, 9, 10, 11. When Figs. 8,
9, 10, 11 are examined, it is seen that all encrypted image

Content courtesy of Springer Nature, terms of use apply. Rights reserved.
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Fig.8 a Original and b encrypted images of cameraman: ¢ original—d encrypted histograms and e original—f encrypted correlation distribu-
tions

pixels, histograms, and correlation distributions have a per- Figure 12 shows the original and decrypted images of
fectly homogeneous distribution. This shows that the imple- ~ cameraman, baboon, pepper, and Lena. For all images in
mented encryption application performs well for different ~ Fig. 12, the Peak signal-to-noise ratio (PSNR), in Eq. 11,
images.
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¥ 8888388

g

and Multiscale Structural Similarity (MSSIM), in Eq. 13,
values between original and decrypted are calculated as
infinitive and 1, respectively. The ratio of a signal's maxi-
mum potential power to the power of corrupting noise that
degrades the representational fidelity is known as PSNR
in engineering. Furthermore, Multiscale SSIM (MSSIM),
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Fig.9 a Original and b encrypted images of baboon: ¢ original—d encrypted histograms and e original—f encrypted correlation distributions

a more sophisticated version of structural similarity index
(SSIM), is similar to multiscale processing in the early
visual system in that it operates at multiple scales using a
multi-step down sampling procedure. By calculating the
SSIM between the original and decrypted images, one
can quantify perceived quality. MSSIM index through the
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Fig. 10 a Original and b encrypted images of pepper: ¢ original—d encrypted histograms and e original—f encrypted correlation distributions

amalgamation of multiple image versions' SSIM indexes In Eq. 11 peakval is either specified by the user or taken
at different scales. from the range of the image data type. For example, for an
image of data type uint8, the peakval is 255. MSE is the

_ 2
PSNR = 10log,(peakval” | MSE) (I1) " mean square error between original and decrypted images.
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Fig. 11 a Original and b encrypted images of lena: ¢ original—d encrypted histograms and e original—f encrypted correlation distributions

In Eq. 12 p,, Hy» Oy.0y, and O,y are the local means,
standard deviations, and cross-covariance for original and
decrypted images. In Eq. 13, M is the dimension of the
images.

The reason why the PSNR and MSSIM results obtained
for all images in Fig. 12 are infinitive and 1 is that the origi-
nal and decrypted images are the same. The reason why the
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Fig. 12 a original cameraman, b decrypted cameraman, ¢ original
baboon, d decrypted baboon, e original pepper, f decrypted pepper, g
original Lena, h decrypted Lena

two images are the same is that there are no differences or
noise-generating errors such as compression, floating point
errors, quantization errors caused by the encryption and
decryption algorithms presented in the study. Because in
these algorithms, pixels are directly processed as binary and
bit-based operations are performed. Therefore, the resulting
decrypted image is the same as the original image. There-
fore, PSNR and MSSIN take the values infinitive and 1.
Next, we give details about the computer we used and the
running time of encryption and decryption process to evalu-
ate the practicability of the pro- posed method in real-world

contexts. The specifications of the computer used are proces-
sor 11th Gen Intel(R) Core (TM) i5-11400H @ 2.70 GHz
2.69 GHz, RAM 16.0 GB and the system has 64-bit oper-
ating system, X 64-based processor. On this computer, the
encryption and decryption times of all images vary between
0.008 and 0.012 s.

Results and Discussion

The correlation, Entropy, Contrast, Homogeneity, Energy,
MAD (MAE), Encryption Quality, NPCR, UACI, MSE, and
PSNR statistical results are given in Table 3. In Table 3,
correlation, entropy, contrast, homogeneity, and energy
results are given for original and encrypted images sepa-
rately to show the effect of the encryption process. Accord-
ing to these results, original images with different proper-
ties before encryption take values close to each other after
encryption. This again shows that the encryption process
performs well independently of the original images. On the
other hand, correlation, entropy, contrast, homogeneity, and
energy results obtained for encrypted images are quite good
values for any encrypted images. MAD (MAE), Encryp-
tion Quality, NPCR, UACI, MSE, and PSNR results are
presented in Table 3 demonstrate the relationship between
encrypted images and the original images and to evaluate
a performance accordingly. By examining these results,
it is obvious that for all the four images considered, there
is not much relationship between the original images and
those encrypted. So, these results show that original images
become completely different images after encryption. Fur-
thermore, for the encrypted pepper image, we compared our
proposed method with seven recent encryption algorithms
[40—46] and presented our comparison results in Table 4.

According to all these results, we conclude as follows: the
3D chaotic system-based encryption application presented
in this paper has a very good performance.

Conclusion

In this paper, we presented a new 3D dynamical system with
four quadratic nonlinear terms and showed the proposed
chaotic system has two saddle- foci, unstable, equilibrium
points. Thus, the proposed chaotic system exhibits self-
excited chaotic attractors. Dynamical analysis methods such
as Lyapunov exponents spectrum, bifurcation diagrams,
and phase portraits were carried out to explore the complex
dynamical behaviors of the proposed chaotic system and
analyze its basic qualitative properties. We showed that the
maximal Lyapunov exponent (MLE) of the new chaotic sys-
tem is 7.196, which is a high value. Thus, we conclude that
the proposed highly chaotic system exhibits high complexity
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Table 3 Statistical analysis results
Cameraman Cameraman Baboon Baboon Pepper Pepper Lena Lena

Test Original Encrypted Original Encrypted Original Encrypted Original Encrypted
Correlation 0.9546 -0.0028 0.8380 -0.0023 0.9803 -0.0066 0.9786 -0.0016
Entropy 7.0435 7.9970 7.3129 7.9973 7.5897 7.9969 7.4519 7.9972
Contrast 0.5866 0.3970 0.9083 0.4376 0.3192 0.3865 0.3575 0.3880
Homogeneity 0.8964 0.9929 0.7304 0.9921 0.8904 0.9930 0.8816 0.9930
Energy 0.1826 0.9838 0.0774 0.9822 0.1118 0.9842 0.1228 0.9842
MAD or MAE - 79.8421 - 70.6711 - 75.7706 - 73.3092
Enc. Quality - 39,138 - 48,196 - 41,578 - 44,900
NPCR - 99.5834 - 99.6582 - 99.6002 - 99.6063
UACI - 31.3106 - 27.7141 - 29.7139 - 28.7487
MSE - 9497.126 - 7149.870 - 8433.320 - 7799.106
PSNR - 39.7759 - — 38.5429 - —39.2599 - —38.9204
Table 4 Comparison Table giving Encryption results for the Pepper References

Image

Name of the Method Entropy  Correlation  Differential Attack

NPCR UACI
Proposed method 7.9973 —-0.0016 99.6582  31.3106
Zhang et al. [40] 7.9976 —0.0059 99.6246  33.4043
Lietal. [41] 7.9993 —0.0038 99.6094  30.9762
Wang et al. [42] 7.9972  0.0042 99.9802  30.0634
Liet al. [43] 7.9021 —0.0013 99.6090  33.4664
Musanna et al. [44] 7.9962  0.0132 99.5778  33.4431
Liu et al. [45] 7.9917  0.0039 99.6223  33.4312
Kaur et al. [46] 7.9956  0.0128 99.6078  32.9312

and it will be very useful for applications in cryptography,
encryption and secure communications.

We also employed the Multisim soft- ware to affirmed the
feasibility of the proposed system using electronic circuitry
design. Finally, PRNG-based image encryption has been
developed and applied for encryption. Our experimental
results conclusively demonstrate that the 3D chaotic system-
based encryption application we presented in this work is
effective and performs well.
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